1/3 



Content 
Source 



Rendered^ 
Content < 



Selector 


> 


Recorder 


112 




114 



Gate 
124 



I 



Entirety 
Checker 
126 



4 1 


Binder 




116 # 





Encoder 
110 



100 





Renderer 
122 


1 


1 





120 



FIG. 1 




CD 
Imitator 



<H-' 



44 




Sect. 0,0 



Sect. 1,0 1 0 „] Sect. 1,m 
230 



W0 



W1 



W1 



Track n 



OBD 



200 



240 



H(W0, W1, ... Wn) 



FIG. 2 



2/3 



< 



Select a Data Item 



310 




Create Security Identifier for this Data Item 



Yes- 



320 



Accumulate Entirety Size 



335 




330 



Store each Section with 
Security Identifier on Medium 



I 



340 



For Each Member of the Entirety Set (i = 1 , #sets) 



1/ 



I 



350 



Create Entirety Parameter E(i) based on 
composite of Security Identifiers of the subset 
of Data Items of this entirety member. 



352 



I 



Store Entirety Parameter E(i) on Medium 



V 



354 



I 



Next member 



v 



359 



FIG. 3 




3/3 



3. -5 



in? 



4=1 



Randomly select an 
Entirety Parameter E(i) from the 
set of Entirety Parameters 



Read Entirety Parameter E(i) 
[=H'(W(e,1), W(e,2), ... W(e,m))] 



Read each Watermark corresponding 
to the Entirety Parameter E(i) 
W(e,1), W(e,2), ... W(e,m) 



Compute Hash of Read Watermarks 
H(W(e,1), W(e,2), ... W'(e,m)) 



410 



420 



430 



440 




Yes 



i Z 



490 



Refuse Rendering of 
Song 



455 




460 



FIG. 4 



